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Abstract | India is undergoing an epidemiological transition to non-com-
municable diseases (NCDs), with NCDs contributing to nearly 60 percent 
of all deaths in India. NCDs are challenging to manage given their silent 
onset, low health awareness, significant informational asymmetry, and 
low health-seeking behavior among the rural population and the poor in 
India. The Ministry of Health and Family Welfare (MoHFW), Government 
of India, launched Ayushman Bharat to move from a sectoral and seg-
mented approach of health service delivery to a more comprehensive 
one. As part of this effort, a program was launched for population-based 
screening (PBS) and management of five common NCDs—hyperten-
sion, diabetes, oral, breast, and cervical cancers. The success of the 
program, among other things, will be determined largely by the early 
detection, timely treatment, and diligent follow-ups to manage the five 
NCDs. In line with WHO’s Global action plan for the prevention and con-
trol of NCDs 2013–2020, India is the first country to develop specific 
national targets and indicators aimed at reducing the number of global 
premature deaths from NCDs by 25% by 2025. However, challenges 
like human resource shortfall, limited capacities of the health workers, 
heavy burden of managing multiple health priorities, and poor utiliza-
tion of public health facilities may affect the outcomes of this ambitious 
initiative Technology can serve as an enabler in solving some of these 
problems. Dell Technologies and Tata Trusts have partnered with the 
Ministry of Health and Family Welfare, Government of India, to develop 
a technology solution for the PBS NCD initiative. It consists of a suite 
of mobile and web apps on a cloud platform for health workers, doc-
tors, and health administrators to enable care delivery for people across 
the country. The solution has been deployed in states across the country 
with adoption gaining momentum amongst health care providers. While 
early process indicators are encouraging, it is important to examine indi-
vidual clinical outcomes, population outcomes and cost effectiveness 
which are the primary objectives of such a program. The learnings from 
this digital health program can then be transposed to similar healthcare 
settings. The paper covers four challenges commonly encountered 
in the context of running large-scale digital health programs in a multi-
state, multi-facility, and multi-stakeholder system. These are adoption of 
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technology by health workers with low digital literacy, feasibility of run-
ning tech solutions in remote areas, value proposition of the solution for 
users and finally the know-how on building and rolling-out technology at 
scale to reach millions of people.

Health and Family Welfare (MoHFW) launched 
the population-based screening (PBS) and man-
agement of NCDs under the Ayushman Bharat 
initiative. Under this program, every individual 
over the age of 30 will be screened for hyperten-
sion, diabetes and oral cancer while women will 
be additionally screened for breast and cervical 
cancers.13

Population-based screening, as a strategy, has 
several benefits as it addresses the issues of low 
health awareness which often leads to significant 
informational asymmetry and affects healthcare 
seeking behavior of the communities. Availability 
of screening and management services closer to 
community also improves access to care without 
impacting the livelihood activities of the indi-
viduals, which is often a key deterrent for seeking 
care.

Program activities start at the home of the 
individuals, with community health workers or 
ASHAs visiting all households for enumeration 
of families and individuals. They conduct a risk 
assessment for NCDs and mobilize people over 
30 to go for NCD screening. At the Health and 
Wellness center, the health staff including the 
female health worker or ANM, conducts screen-
ings for hypertension, diabetes, oral, breast, and 
cervical cancer. Following the screening, those 
at risk and suspected for any of these NCDs 
are referred to higher levels of care for diag-
nosis, treatment, and management. Follow-ups 
are carried out by the health workers to ensure 
treatment compliance and counseling on life-
style modifications (Fig. 1).13

The current process has several challenges 
frequently resulting in suboptimal implemen-
tation of the program. Among these are limited 
availability and capacities of the health work-
ers, heavy burden on them managing multi-
ple health priorities, poor utilization of public 
health facilities, and administrative difficulties 
in the last-mile delivery of services.7, 14

Technology can be an enabler in solving some 
of these issues affecting service delivery at large 
scale; there are lessons to be drawn from success-
ful initiatives carried out in the country over the 
last 2 decades. Technology has been used effec-
tively with remarkable success in revolutionizing 

1 Introduction
India, like the rest of the world, has been going 
through an epidemiological transition with 
growing burden of non-communicable diseases 
(NCDs) like heart diseases, cancers, and stroke 
over the last couple of decades.1, 2 Nearly 60 per-
cent of all deaths in India today are due to NCDs 
with one in every four Indians at risk of dying of 
an NCD before reaching the age of 70.3

The socio-economic impact of NCDs in devel-
oping economies can be large; it is estimated that 
NCD-related loss amounted to approximately 
4% of the GDP in developing countries.4 The 
financial burden of NCDs is significantly high 
on the poor.5.6 High out-of-pocket expenditure 
along with loss of productivity due to disability 
and reduction of income can be catastrophic for 
many households.4, 7

NCDs are challenging to manage because of 
three key reasons. First, their onset is silent and 
people are often diagnosed at advanced stages 
of these diseases, when the outcomes are life 
threatening.8–10 They are chronic and condi-
tions like hypertension and diabetes mellitus 
require management for life involving lifestyle 
changes, adherence to medication regimen, and 
diligent follow-ups. Third, the poor are dispro-
portionately impacted due to an elevated risk 
of NCDs and their risk factors. The problem is 
compounded because of gaps in public health 
infrastructure, low awareness on NCDs, and weak 
health-seeking behavior amongst the poor. But 
these are certainly not insurmountable. India had 
its own public health success stories under simi-
lar contexts—polio eradication has been achieved 
overcoming these resource shortages.

The globally accepted strategy for NCDs is 
to undertake proactive and preventive screen-
ing of individuals to detect the disease in its early 
stages, reduce risk exposure and finally man-
age the disease with right treatment and regular 
follow-ups.11

In line with WHO’s Global action plan for 
the prevention and control of NCDs 2013–2020, 
India is the first country to develop specific 
national targets and indicators aimed at reduc-
ing the number of global premature deaths from 
NCDs by 25% by 2025.12 In India, the Ministry of 
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areas like identity, banking, payments, taxation, 
and education.15, 16 We believe the time has come 
for digital transformation of the Government 
health sector at scale and the end-to-end digitiza-
tion of this NCD program is one such example.

While the IT solution for the NCD program 
covers all phases from enrolment and screen-
ing to diagnosis, treatment and management, 
this paper will focus on the initial observations 
and experiences from the first part—the use of 
technology at scale in population-based enrol-
ment, screening, and referral for NCDs.

We address these four challenges commonly 
encountered in the context of running large-scale 
digital health programs in a multi-state, multi-
facility, and multi-stakeholder system by

1. enabling health workers with basic educa-
tion and minimal digital literacy to embrace 
technology;

2. making technology solutions work in 
remote rural areas;

3. motivating health workers and doctors to 
use a digital healthcare system;

4. building and deploying healthcare technol-
ogy to reach hundreds of millions of people.

2  The NCD IT Solution
Dell Technologies and Tata Trusts have part-
nered with the MoHFW, Government of India, 
to develop a technology solution for the PBS 
NCD program, and help deploy it across the 
country.17 The technology solution by Dell 
Technologies, called Digital LifeCare consists 

of a suite of mobile and web apps on a cloud 
platform for health workers, doctors, and health 
administrators. The solution has been custom-
ized for the needs of the Government public 
health delivery system and reflects the facility 
and health staff hierarchy from village up to 
the state and national levels. It includes a health 
record for each individual, mobile app for the 
ASHA, a tablet app for the sub-center health 
workers, web portals for doctors at the primary, 
secondary and tertiary levels, an Admin Por-
tal and Dashboards for Health Officials.17 This 
NCD IT system has inbuilt protocols based on 
Government of India guidelines to guide the 
users on diagnosis, treatment, and referrals at 
the primary level. The ultimate objective is to 
provide continuum of care where the individ-
ual is enrolled into the system and helped right 
through her lifetime to manage NCDs.

Digital LifeCare is Dell Technologies’ CSR 
contribution to the Government of India NCD 
program. It was developed in collaboration with 
experts from National Health Systems Resource 
Center (NHSRC), All India Institute of Medi-
cal Sciences (AIIMS), the Directorate General of 
Health Services (DGHS), World Health Organi-
zation (WHO) India, the Indian Council for 
Medical Research (ICMR) and National Insti-
tute of Cancer Prevention Research (NICPR). 
Tata Trusts, as implementation partner for the 
NCD program is supporting the Government in 
deployment, user training, and progress moni-
toring. Technical inputs were also provided by 
experts at National Informatics Center (NIC), 
Center for Health Informatics (CHI), the India 

Figure 1 The workflow for continuum of care for individuals across levels of care.
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Stack team at iSPIRT, Harvard, and various State 
Health Departments.18, 19

The NCD IT system has been deployed cen-
trally by the Ministry and is being used in 21 
States and Union Territories across the country. 
State Governments drive the implementation of 
the NCD program and the adoption of the IT 
solution through their State, district, and block 
level administrative staff. As of May 2019, more 
than 67 lakh individuals have been enrolled in the 
NCD IT system.20

The value proposition of technology is 
increasingly being accepted by all stakeholders. 
Governments regard technology as an enabler to 
increase efficiencies of program managers and 
help tide over shortage of professionals through 
task shifting. There is a growing recognition 
among all these stakeholders that continuum 
of care, with all its complexities can be highly 
error prone and expensive without technology. 
Through their NCD campaigns, states like Odisha 
have shown promising outcomes in adoption of 
the application, and increased numbers for enrol-
ment and screening within a limited period of 
time.21 This has been acknowledged as one of the 
best practices by the Ministry.22

2.1  Organization of Government Health 
Service Delivery

The National Health Mission has designed a lay-
ered primary healthcare system with ASHA work-
ers at the village level, the multi-purpose workers 
(MPWs)/auxillary nurse midwives (ANMs) at the 

health sub-centers and medical doctors with staff 
at the primary health centre (PHC) (Fig. 2).

Under the recent Ayushman Bharat Guide-
lines, the health sub-centers, rural, and urban 
PHCs are being upgraded to Health and Well-
ness centers (HWC) with improved infrastruc-
ture, services, and equipment. A new cadre of 
mid-level health providers known as Commu-
nity Health Officers (CHO), who have higher 
levels of skills and certification is being added at 
SHC-HWC.23

The female MPW/ANM often has a 12th 
grade education with 2 years of paramedi-
cal training. The ASHA is a community health 
worker who is likely to have an 8th or 10th grade 
education and who is trained to improve access to 
range of health services at the community level.24 
Together, this team of CHO, MPW/ANMs and 
ASHAs are responsible for primary health care 
services for a population of 5000 in the catch-
ment of the HWC.

3  Deployment Experience
There are certain fundamental challenges that 
need to be addressed when discussing large-scale 
digital health programs. This article will attempt 
to respond to these in the context of the NCD 
program.

3.1  Enabling Health Workers with Basic 
Education and Minimal Digital 
Literacy to Embrace Technology

Several transformational changes have brought 
technology closer to rural communities in the 

Figure 2 Organization of Government health service delivery ( Adapted from: NRHM Framework for 
implementation https ://nhm.gov.in/Write ReadD ata/l892s /nrhm-frame work-lates t.pdf).

https://nhm.gov.in/WriteReadData/l892s/nrhm-framework-latest.pdf
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last decade. The accelerating spread of the tel-
ecom network complemented by the smartphone 
or tablet with touch sensitive hi-res displays and 
high-quality sound feedback combined with 
communication capability can deliver a highly 
intuitive interface for illiterate/semi-literate 
users.25–27

The lynchpin of the NCD solution is the 
mobile application for frontline health work-
ers. The foundation of a digital system is only 
as strong as the quality of the data coming in; 
in this case, it is the data captured through the 
health workers’ mobile apps as they enroll and 
screen community members. Hence, adoption 
of these mobile apps by the ASHAs and ANMs 
is essential to the success of the digitalization of 
the program.28, 29 The adoption in the NCD pro-
gram has been very good on the ground with 
more than 10,000 Active ANMs by May 2019.20

A significant amount of effort and thought 
has been invested by all stakeholders over sev-
eral years to refine the mobile solutions for the 
NCD program over multiple iterations. There are 
three broad takeaways:

First, design with the active participation of 
the end user. The Dell Technologies team and 
Tata Trusts team had continual interactions with 
the health workers initially on a weekly basis, 
conducting trainings, reviewing mock designs, 
listening to their concerns and incorporating 
their feedback. Interactions become fortnightly 
once the adoption gathers pace and eventually the 
cadence becomes quarterly.

Second, keep usability at the centre of the 
design. The app must support user in fulfilling 
her responsibilities, fit smoothly into her daily 
routine without becoming an added burden. It 
must assume that she may make mistakes while 
entering data and must make it easy for her to 
know that and fix them. Typing is a new, unnatu-
ral thing for her, so the apps have very little of it; 
the data entry is mostly through selecting drop-
downs, buttons, clicks, and swipes. The design is 
pictorial with icons for each function. The apps 
are in ten local languages, making it comfortable 
for her to read.17, 19 A well-designed tablet app 
that eliminates the need for filling out registers 
and reports makes the change to a digital system 
attractive for the rural health worker. The above 
are in line with the recommendations made by 
the National Task force of state and central gov-
ernment officers for an IT solution for Compre-
hensive Primary Health Care.30

Finally, adoption takes time and a strategy for 
change management with clear processes must be 
put in place. States like Odisha & Chhattisgarh, 

through strong leadership and robust planning, 
have demonstrated successful adoption and usage 
of the app by health workers.21, 31 Health workers 
are trained and re-trained periodically; they need 
support and response to their issues in a reason-
able time. The field trainers are equipped with 
videos and manuals to clarify doubts of usage. 
One of the challenges is that many ANMs have 
been in their jobs for a couple of decades and are 
reluctant to learning new technology at this stage 
in their career.32 They need to be convinced about 
the value of technology and supported in adopt-
ing the apps.

3.2  Making Technology Solutions Work 
in Remote Rural Areas, in the Last 
Mile

Improving mobile connectivity, reducing cost of 
smart phones and inexpensive data plans have 
increased digital adoption in rural India. However 
unreliable mobile networks with rapidly increas-
ing adoption and low investment in telecom 
infrastructure have resulted in slow connections, 
which make use of mobile applications cumber-
some in rural areas. Lack of manpower to repair 
the hardware and service centers result in long 
lead times to get damaged devices operational 
again. Geographical diversity of the country and 
hilly regions is also a challenge to adoption.26, 33 
As part of BharatNet, one of the world’s biggest 
rural broadband projects, provision of broadband 
connectivity is being extended to all Government 
Institutions at Gram Panchayat level across the 
country.

To address current connectivity challenges, 
the NCD IT system has been developed as a 
cloud-based solution separating the simple 
apps for end users from the complex server 
software running on the cloud.17 There are no 
local servers that need to be running and no 
IT system administrators required to maintain 
them. Riding the telecom and smartphone 
wave, the solution includes mobile apps for 
health workers on devices that are affordable, 
easily available and familiar. In addition, these 
apps work in an offline mode so that lack of 
24/7 connectivity does not hamper their work. 
Health workers can use apps to enroll individu-
als, screen them, do the follow-ups and check 
their reminders all without being connected to 
the internet all the time. At the end of a day’s 
work, they can sync their device to the cloud 
server and upload their data while also getting 
updates from the system.
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The health worker uses multiple applica-
tions on an Android device for different health 
programs. Doctors and administrators use web 
portals, which again require no maintenance or 
management.

3.3  Motivating Health Workers 
and Doctors to Use a Digital 
Healthcare System

The health worker’s job is not easy. They are often 
inundated with field activities for these programs 
and have a full weekly calendar with specific days 
allocated for immunization, etc. Reporting for 
these programs is a major time sink; they main-
tain up to 40 registers, with one or more reg-
ister for each program they support. They are 
often asked for data from one of their programs 
by health officials and must painstakingly dig 
through their registers to get the details. These 
care providers are already under heavy time 
pressure and carry a substantial caseload. The 
prospect of going digital and taking on another 
responsibility is not appealing to them. So, 
understandably, there is resistance to using these 
apps. Technology adoption can be achieved and 
sustained only if there is genuine value addition 
for the users across the system.32

The process of designing this solution has 
been deep, engaging and insightful, and has led to 
good usage and acceptance across the country. We 
have adopted the standard design thinking model 
of Dell Technologies with some customization 
for the public health context in India.34 There 
are three key elements of design thinking that we 
employ

•   Empathy and user-centric design A key high-
light of this process of empathizing and work-
ing collaboratively with end users. Dell & 
Tata Trusts teams spend time with the health 
workers (ASHAs, ANMs), Medical officers 
& program co-coordinators through regular 
field visits every month and there is a proac-
tive effort for seeking inputs that influence the 
solution in the right direction. Meticulously 
planned pilots of major features are done with 
end users, as these feature roll-outs impact 
tens and thousands of users. Over time, the 
teams have gained deep understanding of 
public health systems and the local context of 
the end users that we are designing for.

•   Research and deep collaboration Designing 
a nation scale health care solution requires 
thorough research and frequent collaboration 
with multidisciplinary experts. We have regu-

lar interactions with clinical and public health 
experts from institutions like AIIMS, ICMR 
& NICPR and policy-makers and domain 
experts in organizations like NHSRC, WHO 
and the NCD division at MoHFW at least 
once a month. These are focused discussions 
that range from clinical protocols, program 
guidelines to nuances of input data fields in 
the application. This is a continuous engage-
ment where after each discussion, we con-
ceptualize the solution, validate it with state 
deployment teams and then present it back to 
the experts with additional findings. The typi-
cal lead time from conceptualizing and defin-
ing a feature is between 1 and 3 months. As a 
digital health platform developer, we also col-
laborate with the ecosystem partners towards 
aligning the IT system with national standards 
like National Digital Health Mission,35 EHR 
 standards36 and upcoming laws like the Per-
sonal Data Protection Bill, 2019.37

•   Rapid build, validate, iterate loops Another 
characteristic of our development is the 
build, validate and iterate approach. The 
approach has always been to start small, 
deploy it, understand the adoption and then 
continue to evolve the feature/ solution. The 
idea is to fail fast and learn from the mis-
takes for rapid course correction. The build 
step involves careful scoping of the feature 
to include the key features and its develop-
ment. The validation step involves a struc-
tured process of gathering inputs from end 
users and program implementers to incor-
porate back into the solution. This iteration 
continues till the objectives of the feature are 
met.

A few of the solution features which are 
most appreciated by users are:

Local dashboards with instant update Health 
workers carry a heavy load of reporting and 
may spend up to 1–2 h a day doing paperwork 
(maintaining registers & compiling reports), 
which in turn eats into their time for core activ-
ities like home visits etc.38, 39 Health workers 
highly value the dashboards where they can see 
their latest counts of their work with a click of 
a button. Reporting becomes painless; they can 
easily comply with their reporting responsibili-
ties and respond to specific queries from health 
officials.

Job support The search feature with multiple 
parameters makes it easy for doctors and health 
workers to quickly locate an individual’s record. 
Built-in Government protocols guide the user 
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on various functions along the care journey 
from screening and referral to diagnoses and 
treatment, offering recommendations that 
the user can follow or choose to override.17, 19 
Health workers can readily access training man-
uals, help screens for using the apps, video links 
for support.

Workplans A health worker managing a 
population of around 5000 people relies on 
her memory and paper registers to know which 
individual needs what kind of follow-up and 
when. This is time-consuming and error prone. 
Workplans for ANM, CHOs, ASHAs and Medi-
cal Officers are scheduled reminders for pend-
ing tasks that are generated based on standard 
Government care protocols.

Examples are a monthly follow-up visit of 
a hypertensive patient, a reminder to com-
plete the screening of an individual partially 
screened or an incomplete referral of an 
uncontrolled diabetic.

Health workers have anecdotally stated that 
using a digital device adds to their confidence 
and the perception of dignity from the com-
munity. For many, this is the first time they have 
used a digital product and they feel a sense of 
pride and accomplishment at having developed 
the ability to use technology for their work.

In early stages of implementation, we have 
already observed that younger health workers 
are keen to adopt digital options compared to 
paper format and this is increasing usage of the 
applications. In some instances, their enthusi-
asm is rubbing off on older workers too.

The value addition of this solution for State 
and district officials is in performance monitor-
ing and program administration. Dashboards not 
only provide the latest status of the program, but 
also allow for easy comparison of progress over 
time and between facilities. The Health Minis-
try and State health departments use the NCD 
dashboards for reviewing progress and monitor-
ing performance during National and regional 
NHM consultations.21, 22, 31, 40 State officials con-
duct program reviews based on dashboard data 
and this provides a common, shared platform 
with their teams to monitor progress and address 
issues.

3.4  Building and Deploying Technology 
at Scale to Reach Hundreds 
of Millions of People

Often digitization projects fail to deliver on their 
promise of large-scale transformation. Common 
underlying causes for this include:41, 42

1. overhauling the whole set up instead of 
focusing on specific areas;

2. lack of shared digital infrastructure for 
foundational elements like identity and 
 consent43;

3. Infrastructure constraints and lack of pro-
cess adaptation;

4. weak technology capacity, lack of good 
user training and support for first-time 
users.

There have been several successful models 
to learn from across different sectors, and the 
program stakeholders worked on incorporat-
ing these as well as new innovations to address 
these problems. A few interventions to high-
light are:

Layered platform architecture with modu-
lar, open design The IT system is designed for 
scale, performance, interoperability and security. 
The microservices architecture and a clustered 
deployment setup allow smooth scaling up of ser-
vices based on load. The design is modular with 
API-based services available for consumption by 
other systems to enable interoperability. Security 
and privacy concepts like data encryption at rest 
and in transit, 2-factor authentication and role-
based access control are built into the system. 
Health ID, health records, consent and registries 
form the foundational layer.

Support The support model encourages reso-
lution ‘as close to the problem origin’ to save 
time, increase productivity, and build expertise. 
The standard three-tier model of support, L1, L2 
and L3 is being followed by Tata Trusts team.19 
End users adopt a standard operating procedure 
for their routine work as well as to trouble shoot 
common problems. They escalate issues to their 
supervisors and trainers who form the state-based 
field L1 team. All unsolved problems beyond that 
get referred to a central L1 team. This multilin-
gual team is assigned responsibilities for different 
geographies and operates by clearly defined Ser-
vice Level Agreements. Issues which need techni-
cal inputs are passed to L2 team within the TSU 
(Technical Support Unit) that also manages the 
system in the cloud data center. Majority of the 
reported issues are resolved by TSU and solu-
tion is provided to end users through either field 
teams or state health officials. Bugs, fixes and 
enhancement requests are passed on to Dell Tech-
nologies software development team, which is the 
L3 level of support, and regularly releases new 
versions of the software.
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Application training and support There are 
apprehensions regarding technology use among 
doctors and health workers.44 This is addressed 
through hands-on training where they get an 
opportunity to use the application in presence of 
an experienced trainer; often the trainer is a sen-
ior health worker or an official they are already 
familiar with. An efficient support structure is 
set up which they can access for help once they 
begin using the application. Training and support 
processes elaborated earlier make the adoption 
seamless.19

Health officials play an important role in 
increasing adoption—hands-on officials who 
set clear and ambitious targets, monitor adop-
tion and actively support health workers have 
created tremendous impact in increasing 
adoption.

4  Conclusion
The MoHFW has leveraged technology in a very 
significant way to rapidly expand its NCD pro-
gram in reach and scope. The experience of the 
NCD IT system implemented by the states with 
the support of Dell Technologies and Tata Trusts 
over the last 3 years sheds light on approaches 
towards common challenges related to develop-
ment, deployment and adoption of large-scale IT 
systems.

Technology is at best an enabler While early 
data on process measures are encouraging, the 
successful outcome measures will also depend on 
a range of social, behavioral, political, and eco-
nomic determinants. Usage by health workers for 
enrolment and screening is increasing; capacity 
building through training and app deployments 
has gone smoothly in multiple states. As the NCD 
program rolls forward, it will be important to 
examine individual clinical outcomes, population 
outcomes and cost effectiveness which ought to 
be some of the key objectives of such a program. 
Operational research by Government and other 
stakeholders to demonstrate impact will need to 
be carried out at the appropriate time. The learn-
ings from this digital health program can then be 
transposed to similar healthcare settings.
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